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Tranditional Data Center Architecture
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Tranditional Data Center Chanllenge
°* Limited STP or xSTP

* Meet Virtualization Request
— VM Motion using the same IP/MAC

* Advanced Data Center Switching




What does Modern DC Change?

* Spine-Leaf Architecture

* Overlay Networking
—Underlay Network

—Qverlay Network
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Clos (Spine & Leaf) Architecture

* Spine and Leaf Architecture
—Each Leaf has a physical connection on each Spine
—No physical connectivity between Spines or between Leafs

—The mathematical theory of this architecture was initially created by Charles Clos
In 1953, hence the reason it is called Clos.

* All IP infrastructure
—No Layer 2 switching or xSTP protocols

—Traffic should be load shared over the multiple paths

ECMP Spine Spine

Equal multi-path load sharing

Spine Spine
——
/"

eaf Leaf Leaf Leaf

| ——

'

Leaf Leaf Leaf Leaf
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IP Fabric
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Copyright © CKmates. All rights reserved



Traditional Applications

L2 Switch L2 Switch

Vian 100 Vian 100
Host A Host B
10.1.1.1/24 Vian 100 10.1.1.2/24

Switching Network
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Traditional Applications / A Layer 2 VPN

L3 Device L3 Device

Vian 100 Vian 100
a— 172.16.0/24 a
Routed Traffic
Host A Host B
10.1.1.1/24 10.1.1.2/24

IP Fabric

L3 Device L3 Device

Vian 100 Vian 100
S &8 - R
Routed Traffic /Router
Host A Host B
10.1.1.1/24 10.1.1.2/24

IP Fabric

—
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Underlay & Overlay Network

Overlay

—Layer 2 tunnel to stretch layer 2/3 connectivity
intra/inter data centers
—Establishing Logical neighbor/tunnel Relationship

Spine Spine Un d erlay
e
—— —IP Service such as OSPF * ISIS * EIGRP and
Leaf Leaf Leaf Leaf BGP that provides the transport for VXLAN

—Learning loopback addresses

VY E @Y B e
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VXLAN Fundamentals

* VXLAN : Virtual eXtensible Local Area Network
* VXLAN Is a Layer 2 VPN
—Defined in RFC 7348
—Encapsulations Ethernet Frames within IP Packets
—Originally created by VMware, Arista Networks and Cisco etc.
* Data Plane Component

—Encapsulation: Including adding an outer Ethernet header, outer IP header, out
UDP header, and VXLAN header to the original Ethernet Frame

—Decapsulation : Including removing all of the above outer header and forwarding
the original Ethernet frame to its destination

* Control Plane Component

—RFC7348 discusses static configuration and multicast using PIM
—Other methods using EVPN
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VXLAN Key Terminology

* VNI/VNID
—VXLAN Segment identified by 24-bit Segment ID
—Same VNI are allowed to communicate to each other
—VNI are Globally Significant

* VTEP (VXLAN Tunnel End Point)
—VXLAN encapsulation and decapsulation
—Handle VNI / VLAN Mapping

— Software-based Virtual Network Switch
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VXLAN Encapsulation

Quter

Outer

MAC-in-UDP

Mac Header IP Header

N

UDP
Header

VXLAN
Header

Original L2 Frame

- CKmaTes

. Provideallyouneed

FCS

8 bytes

14 bytes
(4 bytes optional) 20 bytes
| . |
=) O o Q = - - x| ©
.ol oS82 ol >8] [BE|oa|C83|al|gl a8 £ at 3o EEARE
oL 2L dlc g ® O S l2H 8|5 0|8 = A 3602 X9 S99 &
“27Q88|ST|28| (T2 220008 [l el Bl &
= — C

=| =[> T = = O 2 O x|
y48 16 16 16 72 8 1%2 32 NN6 16 8 24

VTEP
Dst. Src. MAC

VTEP
Dst. Src. IP

Copyright © CK

Dynamic
Hash of the inner
L2/L3/L4 Headers.

Enable ECMP

N
IrfteAt v JI.:. 711l IIHIILQ rvJowwol V\;d

UDP 4789

VNID
Reserved

N
AN
A

16M VNIs

12



VXLAN Benefits

* Higher Scalability
— 12-bit VLAN ID only identify 4094 Layer2 segments
— 24-bit VNI identify up to 16 million VXLAN segments
* Higher Flexibility
—VXLAN carries Layer 2 frames over Layer 3 Network.
—Extend L2 segments over the underlying shared network
* Better Utilization
—No STP for loop prevention by blocking redundant paths
—Complete advantage of L3 equal-cost multipath (ECMP)
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VXLAN Benefits (cont.)

°* Embraced by major vendors and supporters of virtualization

—Standardized protocol

* Support in many virtual switch software implementations

—VTEP support the physical network environment

—VTEP also support in the virtual switch environment

VM1

VM2

Vlan 100 /

L3 Device

—

172.16.0/24
Routed Traffic

IP Fabric
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VXLAN MAC Address Learning

* Local MAC Address
— Local attached servers/VM MACs are learned from locally received packets
* Remote MAC addresses can be learned in two ways:
—Data plane
* Using multicast forwarding of BUM traffic
—Control plane (recommended)

* Using EVPN signaling to advertise locally learned MACs to remote VTEPS
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ARP Respons!from IP B

Src MAC:MAC-B
Dst.MAC:MAC-A

S-MAC: MAC-1

D-MAC:00:01:5E:01:01:01

Outer S-1P:192.168.1.1

Outer D-1P:239.1.1.1

UDP

VXLAN VNID :10

ARP Request for IP B
Src MAC:MAC-A

Dst. MAC.FF:FF.FF:FF:FF:FF

Host-A
MAC-A
IP-A

ARP Request for IP B
Src MAC:MAC-A
Dst. MAC:FF.FF.FF:FF.FF:FF

VTEP-1

VTEP-1
IP:192.168.1.1
MAC-1

MAC
address

VXLAN

ID

ARP Request for IP B

VTEP-2
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MAC Address Learning via Data Plane -
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Host-C Src MAC:MAC-A
MAC-C BpleSE®: Dst. MAC:FF:FF:FF:FF:FF:FF
IP-C
MAC Remote
VTEP-3 Address VTEP
IP:192.168.3. JMAVA I = 25 v - S
MAC-3 | | |
ARP Response from IP B
Src MAC:MAC-B
Dst. MAC:MAC-A
VTEP-2
JRe ‘\\ IP:192.168.2.2 e
+7 Mcast Groupr, MAC-2 4_
239.1.1.1

3

|_—

5 S-MAC: MAC-2
D-MAC: MAC-1

Outer S-1P: IP-2
Outer D-1P: IP-1

192.168.2.2

UDP

VXLAN VNID :10

ARP Response from IP B
Src MAC:MAC-B
Dst. MAC:MAC-A

Host-B

IP-B

ARP Request for IP B
Src MAC:MAC-A
Dst. MAC:FF:FF:FF:FF:FF:FF

MAC

Address

MAC-A 10

Remote
\VA B =

192.168.1.1
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VXLAN with EVPN Control

* VXLAN is a Layer 2 VPN
—Defined in RFC 7348/RFC8365

* EVPN Is a Control Plane
—Based on BGP

—Highly Scalable

—Auto Discovery

* Control plane MAC learning

—Red

—Recr

uced

ucec

unknown unicast flooding

ARP flooding
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MAC Address Learning via EVPN
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S-MAC:MAC-1
D-MAC:MAC-2

Outer S-1P:192.168.1.1
Outer D-1P:192.168.2.2

UDP

VXLAN VNID :10

Send Datato IP B
Src MAC:MAC-A
Dst. MAC:MAC-B

Host-A
Yoy HOSt-A
IP-A .
VTEP-1 \
IP:192.168.1
Send Datato IP B MAC-1 Q\\

Src MAC:MAC-A
Dst. MAC:MAC-B

Host-C
MAC-C RBrloSe®
IP-C

VTEP-3

IP:192.168.3.
MAC-3

Send Datato IP B
Src MAC:MAC-A
Dst. MAC:MAC-B

Host-B
mlofSig2® MAC-B
IP-B

VTEP-2 ;
IP:192.168.2.2/
MAC-2 ¢

MAC
address

VXLAN
ID

Remote
VTEP

Advertise 192.168.2.2

Learned MAC
to MAC/IP route
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VXLAN Control Plane Evolution

* VXLAN Control Plane

—Locally learned MAC addresses are advertised to remote VXALN gateways via
MAC/IP route

—MAC learning through BGP signaling

—Scalable

—Fast convergence and updates

—Automated Virtual Tunnel Endpoint (VTEP)/VNI discovery through BGP
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VXLAN Control Plane Evolution

* VXLAN Control Plane

—Locally learned MAC addresses are advertised to remote VXALN gateways via
MAC/IP route

—MAC learning through BGP signaling

—Scalable

—Fast convergence and updates

—Automated Virtual Tunnel Endpoint (VTEP)/VNI discovery through BGP
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EVPN VXLAN LAB concept

* Underlay Network Configuration

—Target : Routing Protocol to learn loopback
* Overlay Network Configuration
—Establish IBGP neighbors to All other Spine/Leaf (recommend RR)
—Enable address family EPVN
—VTEP configuration
—Target : Tunnels relationships between VTEPs are established.
* VXLAN Configuration
—VNI/VLAN Mapping
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Summary

* [P Fabric Spine / Leaf Architecture
—All IP Fabric and xSTP

* VXLAN feature and benefits

—Layer 2 “Overlay Networks” on top of a Layer 3 Underlay network.
—MAC-in-UDP Encapsulation > Load Balance
—16M VNI > multi-tenancy
—Embraced by major vendors and supporters of virtualization
* EVPN VXLAN benefits
—Separate Data Plane and Control Plane
—Reduced unknown unicast flooding
—Advertise MAC/IP using MP-BGP
—Automated VTEP/VNI discovery through BGP

Copyright © CKmates. All rights reserved

- CKmaTes

. Providesallyounee d

22



Thanks

02-7729-0880

aws@ckmates.com

Copyright © CKmates. All rights reserved

- CKmaTes

. Providesallyouneed

23



