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Blockchain BiiLabs TEE
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Blockchain BiiLabs TEE P

B?ﬁ@%ﬁ?—? - blockchain 2.0 3.0 ? =3
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Blockchain BiiLabs TEE

9 BiiLabs - Blockchain Industry and Innovation L562
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Blockchain BiiLabs TEE

T,

BAppIication Story: DLT for Water Quality Monitering

Region Asia Pacific

Issue Too much cost carried by the enterprise and lack trust of

water quality examination result

DLT Solution BiiLabs Sentinel Appliance with Alfred API E

SENTINEL

Benefit - Lower cost and increasing efficiency for the enterprise

- Trust-building among people, government, and

enterprise
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Blockchain BiiLabs TEE A

BAppIication Story: DLT for Air Quality Monitor@

3000+ sensors (AirBox) around Taiwan w/ low-level H/W, . ;’:‘ Open Data

restricted connectivity and different ownership (typical b e airbox.taipei
academic & open source project)
Environmental

Education

Migrate AirBox (Low-end H/W
like RPi3) to be a end to end
solution and put data on the DLT

Smart City Real Time Data

= AirBox Solution is introduced to over 8 Cities in Taiwan
»  The Business Model is ready to shift to other countries, ex.
Temperature Humidity PM2.5 South Korea
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&% Avoid insurance fraud

U B I o &% Reduce human intervention
— _._ v Data authenticity
- . v Proof-of-existence
--—a
ullﬂ .
. d Credentials and raw data
&y Better transparency of the audit process - on distributed ledgers
1
¢+ Increased claim/ compensation efficiency
through M2M mechanism N a @ o @
' ~
L}
] I// Q

&% Enhancedcars’ and drivers' data security
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Blockchain BiiLabs TEE

3App|ication Story: DLT for Battery

EZ station
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Blockchain BiiLabs TEE

BForces Impacting Security

Challenges in implementing, maintaining, and protecting products and
processes

FRAGMENTATION INDUSTRIALIZATION EXPANSION
of Security Offerings o OfHacking of Attack Surface

o [} 0000000

5 \— 110101010 Dr . P”jDE]
EIII owﬁa RN 0
—=u=== = b00uoo0oo

Thousands of security related Criminal sophistication Billions of connected

products from hundreds of and evolving intent devices and the
vendors to get to your data move to the cloud
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Blockchain BiiLabs TEE

3 Nowadays

Lack of common pool for trusted computing

Authority Authority

( Producer ) C Cosignor ) ( Forwarder ) ( Carrier ) ( Cosignee )
( Deciarant ) C Dispatcher ) C Terminal ) CLinerAgent)
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Blockchain BiiLabs TEE

3Vision

Build a comprehensive layer for connected devices and user interactions
based on Distributed Ledger

Authority | Authority |

A A

C Distributed Ledger )

f f f f f
(rrosucer ) | (cosignor ) | (Forwarger ) | (camer )| cosignes )
( Deciarant ) ( Dispatcher) ( Terminal ) (LinerAgent)
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Blockchain BiiLabs TEE

BBnLabs Trusted Execution Enwronment@

Encrypt Encrypt
chn atrest data in use

Current Use Cases:

Data Integrity Blockchain Data Marketplace
,,,,,,,, Encypted query
oo El s e
t Encrypted

& results

Confidential
Blockchain g@
= pmwk:hmn Code
Operating System - L
Hypervisor

=
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T,

Existing

@) ©
- f-e- B
In transit Inuse

At rest

Encrypt inactive data when Encrypt data that is flowing f;aottt_escFéEnscerﬁpt iata
- is in use duri

stored in database files, between applications and the computation g

backup files, log files, etc. persistent storage

Industry-first solution:

_= )
Registration = Retrieve DID  Always Encrypted and
of Identifier. ditangleld Sl | BT, <= Document d tralized
dnTY?24ii38 =~ Lnformation ecentralize

unique DID

Lm N
IOTA/ITangIe M
2 - @
;“‘ Register DID Service - A B Commun(l\cangn with DID R 33“
Users DID Service Relying Party
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Blockchain BiiLabs TEE

3Can hardware-assisted “trusted computing” h@7

~

Trusted
Software

Protected
Storage

Root of Trust

Other
Software

Hardware support for

- Isolated execution
- Protected storage: Sealing

- Ability to report status to a remote verifier: Attestation

Z

Cryptocard Trusted Platform ARM

R

Trusted Execution Environment (TEE

Intel Software Guard

Module; TrustZone Extensions
= @y drm e

"ilos: /v infineon comit
rds/

o s o con roducts/security-on-amirust

sax
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ockchain BiiLabs TEE

BWhy use a TEE?

< Key assets exposed < Key assets
SMART CONNECTED DEVICE

Normal App

< Isolated
space for
API Ca_II on Trusted App - ha nd I | ng
i Ak . éerftlilg::lAssels"h high value

assets

OPERATING SYSTEM TEE
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Commerce-ready
Infrastructure
DID-Auth Challenge
. —
—_—

Claim Issuer/Verifier 1
L B

DID-Auth Response T

\4

API Gateway Load Balancer

HTTP POST

, ddtangec i . \ Tangle Accelerator 10TA Full-Nodes J
—> — |

Private Key unique DID

Identity Register

did:tangleid:5ijH4f
PjdnTY24ii3S...

=25

Signature

unique DID




Blockchain BiiLabs TEE

B Unique Backbone

scalability and high availability(HA) with cost-efficient infrastructure

send transaction

>
1l
Client

, 143 ,
L Pl

Customize API

with IOTA Library

<

Load Balancer

e/

KCaching Service PoW Accelerator

Self-Manag
Node

fi//

Synchronize

Public Nodes
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TE

Distributed Ledger + TEE

REE TEE
Distributed
Ledger tangle accelerator i‘i RSA Key

Cloud Linux Tangle-Acce
client Applications lerator

hook driver interface. Yt rﬁ AES Key

signed sensor driver

TEE REE
Transaction
Seed/ PK
Secure processes Jrugted API Tog i VISUALTRMISAC
Tinestop: CurrentTine()
event loop Index
LastIndex
T —
cipher text' e ————
Pisin;text g
i ‘/FP/FA-accelevated POW
ata —» b
queve broadcast
10T device
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CPU ARM Cortex-M4 with FPU and
MPU

RAM 4MB PSRAM

Flash 4MB NOR

Wireless NB-loT

ID e-SIM

OS FreeRTOS

Protocol MQTT

DLT (Distributed Ledger Technology)
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